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OVERVIEW

A range of cloud based vulnerability scanning services that vary in frequency, depth, reporting and
alerting. Organisations can choose a profile that meets their security requirements. Includes port
scanning, vulnerability scanning, web server (OWASP) scanning and custom scripting using a
combination of best of breed commercial tools, supplemented by additional open source tools. By
running multiple scanning tools we ensure that as many issues are found as possible; typically our
combined scanners will find more issues than a single scanning product or service on its own. The
scanning also uses the same tools and techniques as many hackers use and so provide more insight
into the threats your organisation faces.

FEATURES
e Mixture of several commercial and open source scanning tools
e Scans web servers with a variety of web assessment tools
e Internet based external scanning, includes OWASP and PCl testing
e Remote internal scanning from our SOC with asset management
e Scans IPSec and SSL endpoints and checks for encryption issues
e Provides email alerts when new vulnerabilities or services found
e Checks for insecure configurations and mistakes
e Proactive and periodic scanning of the enterprise IT infrastructure
e Scheduled scans and on demand ad-hoc scans
e Preinstall scans: performed prior to system deployment

BENEFITS

v' Early identification of new vulnerabilities to prevent attacks
Assured protection from high impact attacks on external/perimeter services
Detection of vulnerabilities, evidence of exposure to the latest threats
Minimised reputational damage thorough web site threat detections
Allows organisations to confirm effective patching policies and service changes
Protecting your investment between Penetration tests with regular scans
Enhanced situation awareness through understanding the types of threats
Audit confidence for customers or when other parties need assurance
Standards compliance for ISO27001, Cyber Essentials Plus, etc.
Alerting, expert advice and evidence of potential and verified threats
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WHY IS IT NEEDED?

There's a lot to be gained from simply scanning your perimeter for external ports. Looking from the
outside in at your computer systems is a simple, cost effective way to understand your exposure from
threats trying to get in ‘through the front door’. An organisation has a lot to gain from ensuring there
are no obvious external vulnerabilities:

Assured detection of vulnerability indicators of threats

Audit confidence when potential customers or other parties perform assessments

Continual verification of patching and service changes

Standards compliance for ISO27001, PCI, Cyber Essentials Plus etc.

Alerting and evidence of potential and verified threats

Scale-up on demand service flexes with your business to ensure the resources are available

when you need them most

Agile, adaptive cloud aware service secures your journey to the cloud

v Enhanced situation awareness through providing increased understanding of the types of
threats

v Cloud service model - only pay for what you use

v Cloud procurement model — no CAPEX, no setup charges, just a monthly fee for the services
you use

v Scale-up on demand service - flexes with your business to ensure the resources are available

when you need them most

NN NN
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Simply put this is a high value service that every organisation should make use of.

THE VULNERABILITY ASSESSMENT, MONITORING AND ALERTING SERVICE

The Vulnerability Assessment, Monitoring and Alerting Service reduces an organisation’s exposure to
external Internet threats by regularly scanning and assessing your internet facing devices and services.

EXTERNAL VULNERABILITY SCANNING

We scan your Public IP address space (i.e. exposed Internet IP addresses) of all the Internet
connections and Internet connected services. If we find a web server we will test it using dedicated
web server assessment tools. The service is designed to the highest security standards and follows
Industry and CESG best practice and architectural guidelines.

There are three levels of service available:
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Baseline External
Scanning and Alerting
Service

(VA SaasS Service)

Enhanced External
Scanning and Alerting
Service

(VA SaaS Service)

On boarding Deep scans

On boarding report and
Remediation scans
Weekly VA Scanning
Weekly Email Alerts
Annual Deep Scan and

report

On boarding Deep scans

On boarding report and
Remediation scans
Weekly VA Scanning
Daily priority scans
(latest threats)

Daily email alerting

Weekly Web Server
Scanning and Report
Annual Deep Scan and
report

One Ad-Hoc scan per
month

Premium External
Scanning and Alerting

Service
(VA SaasS Service)

On boarding Deep scans

On Boarding report and
Remediation scans
Daily VA Scanning

Daily priority scans
(latest threats)

Daily email alerting

Daily Scan Reports
Daily Web Scanning

Monthly Deep Scanning
and reporting

Annual Deep Scan and
Report
Two Ad-Hoc scans per
month
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INTERNAL VULNERABILITY SCANNING, ASSET MANAGEMENT, CMDB AND
SECURE CONFIGURING

OVERVIEW

The service can be delivered internally and externally. Internally being customer cloud infrastructures,
datacentres and offices. Internal scanning has many benefits above and beyond vulnerability scanning,

such as:

e Asset Discovery & Integration with CMDB:

O

(@]

(@]

(@]

Active scanning tool will sweep the network to discover every system using an IP
address and include them in customer CMDBs

Active and/or passive scanning will be able to discover configuration items (Cl)

Detect new software installed on systems and update the inventory database

Detect new devices as they are added to the network

e Secure Configuration Management:

(@]

Configuration policy enforcement system (SCAP) actively scans production systems for
misconfigurations or deviations from accepted security baselines

e Continuous Vulnerability Assessment:

(@]

Automated vulnerability scanning against all systems on the network on a periodic
basis and delivery of prioritized lists of the most critical vulnerabilities along with risk
scores.

Scanning tools (SCAP-validated vulnerability scanner) should look for both code-based
vulnerabilities (such as those described by CVE entries) and configuration-based
vulnerabilities (as enumerated by the CCE Project).

Perform vulnerability scanning in authenticated mode either with agents running
locally on each end system to analyse the security configuration or with remote
scanners that are given administrative rights on the system being tested

Ensure that the vulnerability scanning tool is regularly updated with all relevant
important security vulnerabilities through subscription to vulnerability intelligence
services

Compare the results from back-to-back vulnerability scans to verify that vulnerabilities
were addressed either by patching or by implementing a compensating control.
Provide the capability for vulnerabilities risk-rating based on the exploitability and
potential impact of the vulnerability, and segmented by appropriate groups of assets
(example, DMZ servers, internal network servers, desktops, laptops).

For each vulnerability remediation actions are proposed.
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SERVICE FEATURES

Passive Discovery

This uses the agreed secure configuration collection mechanism (typically a locked down user account
with SSH access) to connect to network equipment every few minutes by default and performs a small
set of 'show’ commands that provides connected subnets, routes, ARP and MAC table entries. This
feeds discovery and is a very effective way of finding out what is connected and where it is connected
in the network.

MAC/ARP entries and IP addresses are collected here along with the device they were seen connected
to, as well as the date, time, etc. — this allows us to track devices as they move around the network.
This data is combined with the other asset data discovered within Cumulo. It provides asset tracking
functionality that allows the service to know where a device is connected and where it was previously
connected; and crucially it assists in tracking of DHCP enabled hosts, and virtual guests/machines that
migrate — a key aspect to ensuring an accurate asset database and also preventing ‘dual counting’
where an single device appears many times on different IP addresses — a typical fault we see with
active scanning alone.

The third main use of this feature is to feed unknown device detection; i.e. catch new or as yet
unknown assets. As devices are connected (physical and virtual devices) they will create an APR and/or
MAC address entry which the system will try to match to a known asset — if it cannot then it will appear
as unknown.
It also facilitates the creation of the live network and asset map provided in the customer portal, a
simple example is shown below:
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In the live view above the lines can be clicked on that show how devices connect, the circles are
business systems (typically subnets but can be any logical grouping of assets) and the items in green
are known assets. Items with a red symbol with a question mark are unknown and items with a red
circle and a number are assets with either critical vulnerabilities or remediation tickets in progress.

Mobile asset tracking

This functionality enables is tracking assets that are mobile such as those on remote access VPNs. In
the diagram above the users and the laptops in the far left are remote; they are being matched to
known assets even though they are off the main networks and in the field; this is being done by
passive discovery from remote access devices and mobile device management implementations.

SCAP Configuration collection

Configurations are collected and checks run for configuration management functions, differences are
detected (changes), compliance rules run and alerts generated. Software versions and hardware
information is also collected to provide a complete asset inventory. This functionality requires
credential based access to the devices in scope and typically uses the same agreed secure
configuration collection mechanism as 1 above.
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Unauthenticated vulnerability scanning

Multiple vulnerability scanners are used to profile devices and test for exposed vulnerabilities. The
service provides multi-scanners that run Nessus, OpenVAS and a suite of other specialist tools such
as OWASP scanners to obtain a better view of exposed vulnerabilities. The data is compiled together
to provide consolidated views and the raw scan reports from each tool are also available. The use of
more than one scanning technology is key when assessing whether vulnerabilities truly exist — as
vulnerability scanning products are notoriously unreliable and businesses need accurate information
on which to base decisions; this approach provides invaluable ‘second opinions'.

Authenticated Vulnerability Scanning

This approach uses credentials to obtain an ‘inside view' of the software and vulnerabilities of an asset.
It requires credentials being agreed and shared for the assets being scanned. It provides much more
accurate results and also provides a view of ‘non-exposed’ vulnerabilities; i.e. vulnerabilities that
cannot be detected at all with non-authenticated scanning such as vulnerabilities in any installed
application such as Word, Flash, Adobe, etc. the Multi-scanners can share these credentials across
tools to enable one set of credentials to be used for the scanning service. Securely setting up this
authentication is important when deploying authenticated scanning and we include working with the
customer to ensure credentials are secured, and changed frequently as required.

Active Discovery

This is a combination of discovery tools such as NMAP based scans and other lightweight, fast,
discovery tools that can be run continuously and on demand to gather the latest information. The
scanning toolset is designed to perform extremely fast, non-intrusive scanning of networks and
devices in order to gather information quickly and to update current views of asset status. Port scans
and stealth scans are typically run and can be run ‘on demand’ from the software — these allow quick
checks that services are still running or that devices are still online and is a very useful feature that
keeps data fresh without loading the network with scan traffic and allows the user to know if devices
are still on line.

Consolidated Dashboards
The service provides a range of consolidated dashboards and reports

Configuration checking/agent checking and integration

The integrates into existing tools, processes, Cloud API's, devices, etc. to download configuration and
asset data as well as the on demand gathering of information.. Configuration checks can be used to
help perform triage and to check remediation has been done (i.e. patching).

Service Reporting
The service provides the ability to reviewing, create, download and share monthly reports from the
portal dashboard.

Advanced Asset Management

Asset metadata is created and matched to customer requirements. This tailors the system to work
with the customers’ existing asset tags and way of working and to add custom links, etc. that can
point the user to other tools.
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The next stage is discovery which used the data collected from the service to create a feed of new
assets into the system, either ‘'Unknown’ or ‘Known' — depending on how they were found and if they
have been processed and ‘assetised’. The service provides the ability to work through the assets,
setting identifiers, ID’s, mapping asset flags, etc — once this is done the asset will be formally in the
system (assetised) and tracked from now on.

Assets can then be exported and imported into other tools. Once this process has been run for a
period of time the quality of the data can be ensured.

Threat intelligence and vulnerability feeds
The service provides dashboards and ‘feed pages’ of the latest intelligence from open source and
commercial sources.

Playbooks and workflow

The service provides a workflow engine where scanning tasks, scan comparison, scan alerts, scan
reports schedules, etc are configured. Users can configure playbooks to automate tasks as well as to
provide alerting and response functions.

Reporting and data analysis

The service also provides trends, time based views of asset vulnerabilities; scores and alerts when
scores are breached, historical vulnerability reports and scores as well as deep search
functionality with querying, on demand reporting, exporting, ticketing, etc.

The service keeps historical data so that it can determine whether the asset had the vulnerability
on that day (back in time so we know what it was vulnerable to now we know the vulnerability
exists).

Internal Vulnerability Scanning, Asset Management, CMDB and secure configuring — Service
Levels

This service delivers the provision, support, and maintenance of vulnerability scanning software
appliances and associated managed service for asset management, compliance and vulnerability
management. There are four levels of service available (service levels can be mixed and matched to
cover different priorities):

Asset Management N N Y Y
Business Management Integration N N Y Y
Risk-rating based prioritisation Y Y Y Y
Multi-vendor scanners N N Y Y
Dashboard and Portal Y Y Y Y

© 2017 e2e-assure Ltd. Contains confidential and proprietary information of e2e-assure Ltd

[9]




e2e Vulnerability Scanning Assessment Monitoring and Alerting Service — Service Definition Document v9.0

Scheduled and ad hoc reporting Y Y Y Y
Email and SMS alerts Y Y Y Y
Latest industry and open source N N Y Y
intelligence feeds in portal
Threat alerts/zero-day alerts* - N N Y Y If our research teams
warning alerts find evidence of an
undisclosed vulnerability
we will inform the
customer and provide
updates and advice as
the situation emerges
Automatic, integrated patching N N N Y
remediation workflows. Playbooks
Scanning intervals and schedule Daily plus ad | Daily plus | not limited/ | not limited/
hoc ad hoc continuous | continuous
PCl, NERC CIP, FISMA, GLBA, HIPAA, Y Y Y Y
Critical Security Controls, Cyber
Scope, Cyber Essentials,
1S027001:2013, compliance scanning
Unknown/Rogue asset discovery N N Y Y
Asset location tracking N N Y Y
Mobile asset tracking via remote N N Y Y
access VPNs and MDM solutions
Authenticated Vulnerability Scanning Y Y Y Y
Unauthenticated Vulnerability Y Y Y Y
Scanning
OWASP scanning Y Y Y Y
SSL/IPSec VPN scanning and Y Y Y Y
encryption verification
Scanning and asset history 2 years 2 years 2 years 2 years
Scan comparison/diffs N Y Y Y
Active Discovery N Y Y Y
Passive Discovery N Y Y Y
Configuration Management N N Y Y
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Secure Configuration Management N N Y Y
(SCAP,CCE)
Remediation advice - standard Y Y Y Y
toolset information
Remediation advice - analyst N N Y Y
triaged/intelligent advice and zero
day advice
Remediation ticketing, collaboration N N Y Y
and playbook/runbook creation and
automation
SLA for detecting and recommending N N Y Y Enhanced: 8 hours from
remediation detection of
vulnerability, Premium 2
hours from detection of
vulnerability,

Incident Management N N Y Y SLA: Enhanced 4 hour
response, Premium 1
hour response

Integration with other service N N N Y *included in premium,
management tools day rate elsewhere
Integration with other relevant tools N N N Y *included in premium,
(SCCM, Ansible, PowerShell, CMDB's, day rate elsewhere
etc)
Provision of Ansible and Remote N N N Y *included in premium,
PowerShell Services for scripted asset day rate elsewhere
data collection
Scanning Zones* per 500 IPs 1 1 1 1 1 per 500
Additional analysis and remediation N N Y* Y *limited to 4 hours/week
Training * * * Y * 5 Days included in
Premium, Additional
days can be provide
based upon the day rate

Target SLA/Month during service hours

99.50%

Service Working Hours (change windows
24/7/365)

8am to 6pm Mon-Fri

Service Hours Response Time (Severity 1) 8 hours
Service Fix Time (Severity 1) 8 hours
Vulnerability Remediation Response time 16 hours
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Emergency/out of hours 24/7 response time

8 hours

Change Windows

Out of hours

Automated Backup to Tierl storage

Every 24 hours

Backup Archive

30 Days

Server Patching Routine

Up to twice Monthly
outside Service Hours

Critical Patches including Security Patches

8 working hours

Enhanced Service Level

Target

Target SLA/Month during service hours

99.80%

Service Working Hours (change windows
24/7/365)

8am to 6pm Mon-Fri

Service Hours Response Time (Severity 1) 4 hours
Service Fix Time (Severity 1) 4 hours
Vulnerability Remediation Response time 8 hours
Emergency/out of hours 24/7 response time 8 hours

Change Windows

Out of hours

Automated Backup to Tierl storage

Every 24 hours

Backup Archive

30 Days

Server Patching Routine

Up to twice Monthly
outside Service Hours

Critical Patches including Security Patches

8 working hours

Premium Service Level Target

Target SLA/Month during service hours 99.90%
Service Working Hours 24/7

Service Hours Response Time (Severity 1) 1 hour

Service Fix Time (Severity 1) 2 hours

Vulnerability Remediation Response time 2 hours

Change Windows

Out of hours

Automated Backup to Tierl storage

Every 24 hours

Backup Archive

30 Days

Server Patching Routine

Up to twice Monthly

Critical Patches including Security Patches

8 working hours
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How DO | KNOW WHICH SERVICE IS APPROPRIATE?

If you do not currently know what the right level of service is we offer a simple process:

1. Fill in a scanning authorisation form and we will perform the ‘On Boarding Deep Scans’

2. This will give you a report and includes a heat map similar to the below that rates your
exposure based on your scan results and your perceived level of threat and the value of your
organisation (in terms of the value/cost of a loss due to a hack):

Heat Map/Risk Matrix

Level of Threat |Level of Exposure |Organisation Value *
Very Low 1 1 1
Low 2 2 ¥ X 2
Medium 3 X 3 3 LX

High
Very High

3. The scan report includes expert advice from e2e that explains any issues and recommends
remediation actions. We then fill in the heat map above and this gives us a score:

Heat Map Scoring Chart

"

=

0-3 |4/5|6([7|8]|9
Very Low| Low |Medium High Very High

4. This score then maps to our recommended services:

Recommended Vulnerability Scanning Service
Score Basic Enhanced Premium Custom

This is a recommendation only and we can provide help and advice when needed.
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TRIAL SERVICES

We offer a trial service.

RELATED SERVICES

This service has no other service dependencies.

MORE INFORMATION AND CONTACT DETAILS

For more details on this service and to see the other services we offer visit

www.e2e-assure.com

Enquiries, and more information is available on request, email info@e2e-assure.com with any queries.

WHO ARE E2E?

e2e are a cloud security company with 20 years’ experience of providing military grade cyber security.
We provide repeatable cloud-based services to the public sector. Security depth, quality and service
excellence set us apart from our competition.

OUuR ORIGINS

e2e was founded by two industry experts, each holding 20 years' experience of delivering secure, end-
to-end solutions. We have a history of designing secure networks for online payment systems;
designing, developing and delivering cyber defence solutions; developing and starting up complete
Managed Service solutions; and have built several worldwide Data Centres. Our clients over the years
have covered most sectors from banking to the MoD.

OUR PEOPLE

e2e have brought together a highly experienced team of cloud experts, developers, security architects,
CESG CLAS consultants, support specialists, security analysts and expert cyber security business
development specialists. This core team has since been bolstered by the addition of a vibrant cloud
support and cyber analyst team, recruited through channels such as the Cyber Security Challenge UK,
SANS Cyber Academy and other government backed schemes to find cyber talent.

OUR WORK IN GOVERNMENT

We have earned an excellent reputation over the last three years as a trusted service provider to
government and our cloud services are helping deliver key UK wide services. All our services are
ISO27001:2013 accredited, CES and CES+, IASME certified, and we are the go-to organisation when a
need for cost effective, cloud based services are required that must be secure to protect UK sovereign
reputation. Our services to government cover central government, local government as well as other
public sector organisations.
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OUR AMBITIONS
e2e are a service company. We have a well-developed range of cloud-based services, all of which are
designed to be repeatable, scalable, flexible and on-demand.

- We aim to be the best supplier: the easiest to deal with, the most reliable, and the best at delivering
cloud service support and managed services. So far we have made a huge impression with our existing
customers — e2e just does it better than the competition.

- We aim to be the most secure supplier, to deliver and maintain the most secure services. There is
simply no other supplier on the market with our security credentials and no other supplier with the
technology and team to deliver security-as-a-service at our level. We are miles ahead in this area and
this is where we want to stay.

OuR METHODOLOGY

We focus on applying well established skillsets and a wealth of experience to ensure highly responsive
delivery without sacrificing quality. We invest in our technology and our people so that our customers
can benefit from our thirst for excellence. We understand how to integrate security seamlessly into
our services, giving you secure cloud based services that ‘just work'.

We have fully embraced the ‘As a service’ model: e2e is a cloud based business, with a cloud business
model, operating model, service delivery model and we deliver all our services from our cloud based
operations centre.

OUR QUALIFICATIONS

e2e is a UK based SME Company operating exclusively from within the UK using SC cleared staff. We
operate out of two UK datacentres (Tier3 and Tier4). We are ISO27001:2013 accredited, CES and CES+,
IASME certified, CLAS members, CESG CCP Senior level, UKCEB members, TechUK members, BCS and
loD members, Crown Commercial Suppliers, UK Cyber Security Forum members. We sponsor and
recruit from the Cyber Security Challenge UK as well as the SANS Cyber Academy. We understand
how to work with partners and ensure we are honest and straightforward to deal with. We embrace
the cloud first approach and are heavily involved in UK Cyber in general; we want to help spread the
UK cyber messages (CESG Cloud Security Principles, 10 steps, Get safe on line, etc.) and are active
CiSP members with strong links within UK Cyber.
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